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Abstract— A low energy modulo-multiplier is proposed for 
elliptic curve cryptography (ECC) processor, especially for 
authentication in mobile device or key encryption in embedded 
health-care system. The multiplier uses only two 40-bit 
multipliers to execute 160-bit operation based on the 
Montgomery modulo-multiplication algorithm. Partial products 
of multiplication are accumulated with shift registers to get final 
160-bit MSB of output value. One modulo-multiplication is 
executed with 20 clock cycles at 40MHz operating frequency. It 
consumes 6.3nJ for each modulo-multiplication at 1V supply 
voltage.  It is implemented by using 0.18-µm CMOS process and 
has 0.7mm x 1.0mm area. 

I. INTRODUCTION 

Recently, security, such as user authentication and key 
encryption, is steadily becoming more important issue in data 
communication. The related research is getting popular for 
mobile device or private data transmission in embedded 
health-care system. Elliptic Curve Cryptography (ECC) is 
attractive for the mobile applications because of its small key 
size and high security level, as shown in Table I [1]. Although 
it requires more computational power, overall system power 
consumption is reduced. That is because total power 
consumption mainly depends on communication power rather 
than computational power [2] and ECC reduces the bit length 
for transmitting and receiving. 

To date, a large number of ECC hardware have been 
implemented [3–6]. Xu proposed a fast ECC processor with 
hardware accelerator on ARM7 platforms [3]. Orlando 
proposed a scalable architecture in terms of area and speed 
specially suited for memory-rich hardware platforms such as 
field programmable gate arrays (FPGA) [4]. Satoh 
implemented an ECC processor able to operate in both GF(p) 
and GF(2m) [5]. And McIvor roposed a new unified modular 
inversion algorithm with a full-word multiplier that offers 
much fewer clock cycles [6]. However, these architectures 
consume relatively high power to compute modular 
multiplication which is a key operation for cryptography. 
Meanwhile, mobile device or embedded health-care system 
requires energy efficient architecture due to their limitation of 
battery power. 

This paper proposes a low energy modulo-multiplier 
which is implemented based on the Montgomery modulo-
multiplication algorithm. In ECC encryption and decryption 
operation, modulo-multiplication (MODMUL) is most 
frequently used and has high complexity as shown in Fig. 1. 
Therefore, reduction of energy consumption of MODMUL 
operation is the way to reduce total energy consumption of 
overall system dramatically. To achieve low energy ECC 
operation, the proposed modulo-multiplier uses two 40-bit 
length multipliers which make energy optimum and computes 
160-bit x 160-bit partial modulo-multiplication with small-bit 
registers. The details of the proposed work will be explained 
in the following sections.  

Figure 1.     Percentage of processing time of ECC pipeline 

TABLE I. COMPARISON OF KEY SIZE [1] 

Bits of 
Security 

Symmetric key 
algorithm DSA RSA ECC 

80 2TDEA L=1024 
N=160 k=1024 f=160 

112 3TDEA L=2048 
N=224 k=2048 f=224 

128 AES-128 L=3072 
N=256 k=3072 f=256 

192 AES-192 L=7680 
N=384 k=7680 f=384 

256 AES-256 L=15360 
N=512 k=15360 f=512 
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II. MATHMATICAL BACKGROUND

The Elliptic Curve Cryptographic Processor (ECCP) 
requires scalar point multiplication for arbitrary elliptic curves 
[7–8]. For fields GF(p), the curves are defined by 

 Ε:  y2 = x3 + ax + b, where 4a3 + 27b2  0 (mod p).   (1) 

To implement ECCP, it is strongly recommended to select 
parameters from among the example parameters listed in [9]. 
For example, we choose 160-bit prime number, p in (2), as 
elliptic curve domain parameters over GF(p). 

           p = 0x_ffffffff_ffffffff_ffffffff_ffffffff_7fffffff 
                   = 2160 231 1.    (2) 

Modulo operation is complex because it involves division 
operation. Montgomery proposed that division operation can 
be replaced by simple shift operation which is comparatively 
easy to perform in hardware [10]. In these days, the 
Montgomery modulo-multiplication is one of the most 
efficient modulo-multiplication algorithms available. It is 
defined as follows: 

Mont(X, Y) = XYr-1 mod n. 
= [XY + (XY×n’×n)] div r. (3)

In (3), X and Y are inputs and n is a modulo number which 
has been mentioned as p in (2). A positive integer, r, greater 
than n and relative prime to n, is usually 2m for some positive 
integer m and satisfies rr-1 – nn’= 1. 40-bit n’ is selected 
among the several values available for hardware efficiency. 

III. MODULO MULTIPLIER ARCHITECTURE

A. Bit Length Optimization 
For energy optimization, we reduce the number of clock 

cycles and gate counts of the modulo-multiplier. The proposed 
modulo-multiplier minimizes the product of two factors which 
refers energy consumption of one modulo-multiplication. 

Fig. 2 describes conventional 160-bit full-word 
Montgomery modulo-multiplication. It shows that there are 
three 160-bit scalar multiplications, one addition and one 
division to compute one MODMUL in (3). The division can 
be implemented by just throwing half of low part of result. 
And addition has relatively small overhead in hardware 
complexity and computation time. Therefore, the numbers of 
gates and operation clock cycles mainly depend on the 
multiplication which is executed three times in one 
MODMUL.  

Since the target data rate is 10Mbps[11], 40MHz operating 
frequency is selected to achieve the throughput with 160-bit 
ECC key operation. The relationships between the number of 
clock cycles and the gate counts through bit length are shown 
in Fig. 3. The number of clock cycles per operation decreases 
as the bit length is increased. A 160-bit multiplication needs 
six cycles while 10-bit multiplication requires 768 cycles per 
one conventional MODMUL operation. To the contrary, the 

gate counts are increased. Shown in Fig. 3, the energy factor, 
the product of the number of clock cycles and the gate counts, 
is minimized with the multiplier bit width between 40 and 80 
bits. Since 80-bit multiplication cannot be computed in one 
clock cycle at 40MHz operating frequency, the proposed 
architecture uses two 40-bit multipliers for a low energy 
MODMUL operation. Though the gate counts increase, the 
number of clock cycles is reduced to half. This helps 
additional optimization of the energy factor. 

B.  Datapath of Modulo-Multiplication  
The proposed datapath of modulo-multiplier is described 

in Fig. 4. Two 160-bit operands, X and Y, are inputted to the 
iteration path and after 20 iterations, 160-bit output Z comes 
out. Iteration path is composed of two radix-4 Booth 
multipliers, one carry save adder (CSA), three carry 
propagation adders (CPAs), a shifter and six pipeline registers. 
All of datapath are 40-bit-wide. 

(a) # of Clock Cycles
(b) Gate Counts
(c) Energy Factor   
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Figure 3.     Analysis of energy optimization 
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The 160-bit operands are divided into four 40-bit partial 
operands. Three multiplications in step 1, 2 of Fig. 2 are 
sequentially executed by two 40-bit scalar multipliers, MUL A, 
MUL B. After that, the addition in step 3 is computed in 
pipeline by the CSA and three CPAs. In conventional 
architecture, one needs 320-bit CPA and 320-bit registers to 
compute 160bit-160bit multiplication. Moreover, it is 
necessary to keep up registers to store intermediate value until 
overall operation is completed. Those are 800-bit registers 
which are burdensome to keep energy consumption low. 
However, as shown in Fig. 2, only 160-bit MSB of the final 
result is needed. In this point of view, the proposed 
architecture uses a simple shifter and only six 40-bit registers 
to make 160-bit addition output.  

The detailed procedure is illustrated in Fig. 5. Total 
MODMUL operation is divided into four stages. In the first 
stage, two 40-bit multipliers operate with the operand X and 
the least significant 40 bits of operand Y. Among the 200-bit 
outputs, 40-bit LSB, t00 in the black box in Fig. 5, is ready to 
make final result. However, 160-bit MSB, t10, t03–t01 in the 
gray box are intermediate values. Next multiplication with n’ 
in step 2 of Fig. 3 is performed with only t00. The output of 
last multiplication with n in step 2 is dealt in a similar way. 
The fixed result, 40-bit LSB q00, is thrown away, and the 
intermediate value, 160-bit MSB q10, q03–q01 are shifted and 
stored into output registers Rz3–Rz0. In the second stage, the 
input of one multiplier is changed to next 40-bit of operand Y. 
The outputs of multipliers are added with previous 
intermediate value t10, t03–t01. After accumulation, the new 
value of t01 is also completed. As the sequences are followed 
as previous stage, the output registers of stage 2 are filled with 
the next intermediate values, q11, q10, q03, q02. The third stage 
operates in a similar way. With the shifter and six 40-bit 
pipeline registers, accumulation and shift operation is 
performed. After the last multiplication with n, the fixed 
output q02 is thrown away and other intermediate values are 
stored. Finally, in the stage 4, all of partial modulo-
multiplication is finished and then we get final 160-bit MSB 

output. It takes 20 clock cycles at 40MHz operating frequency. 
The proposed architecture computes 160-bit multiplication 
with only 240-bit registers rather than 800-bit registers in the 
pipeline. This achieves 70% reduction in terms of gate size 
and energy.  
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Figure 6.     Chip photograph of the 160-bit modulo-multiplier 

IV. IMPLEMENTATION RESULT

The low energy modulo-multiplier chip is implemented by 
using a 0.18-  CMOS technology. Fig. 6 is a chip 
photograph of the modulo-multiplier which has 0.7mm x 
1.0mm area. This multiplier operates at 40MHz at 1V supply 
voltage. It takes 0.5 for one MODMUL operation. The 
energy consumption of modulo multiplier is 6.3nJ for one 
modulo-multiplication. Table 2 summarizes the performance 
results. 

Table 3 shows the hardware performance comparison 
result of modulo-multiplication with previous work in which 
the field sizes are around 160 bits. These numbers cannot be 
compared directly because the hardware platforms are 
different. The proposed multiplier with two 40-bit multipliers 

achieves the fastest operation time of 20 cycles at 40MHz 
operation frequency, that is, the smallest number of cycles, 
using 0.18-  CMOS library. And the gate counts are also 
relatively small. The energy consumption, 6.3nJ per modulo-
multiplication, is reduced to only 52.5% of [6].  

V. CONCLUSION

A low energy modulo-multiplier is proposed for ECC 
processor. It is implemented in a single chip by using a 0.18-
µm CMOS technology. This multiplier operates at 40MHz at 
1V supply voltage, and needs 0.5  per modulo 
multiplication. Its bit length is optimized for energy 
minimization, and the partial modulo multiplication algorithm 
in pipeline reduces gate counts and the number of registers. 
These hardware optimizations extremely reduce energy 
consumption of the proposed modulo-multiplier. It consumes 
only 6.3nJ for one modulo-multiplication. 
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TABLE II. PERFORMANCE RESULT

Process Technology
1-poly 4-metal  
0.18- CMOS technology 

Power Supply 1V 
Operating Frequency 40MHz 

Area 0.7mm x 1.0mm 
Latency 20-cycle 

MODMUL Energy 
Consumption 6.3nJ per operation 

TABLE III. COMPARISON RESULT OF MODMUL 

Reference Field Platform Maximum 
frequency 

Number of 
cycles 

Energy per  
operation Notes 

This work GF(2160-232-1) 0.18-  CMOS 40MHz 20 6.3nJ Two 40-bit multipliers 
[6] McIvor, et al. GF(p) 256 bits Xilinx XC2VP125-7 45.68MHz 32 12nJ 256-bit multiplier 
[3] S. Xu, et al. GF(2192-264-1) ASIC 50MHz 40 - ARM7 + arithmetic unit 
[4] Orlando, et al. GF(2192-264-1) Xilinx XCV1000E-8 40MHz 35 - 192-bit multiplier 
[5] Satoh, et al. GF(p) 192 bits 0.13  CMOS 137.7MHz 45 - 64-bit multiplier 

3313


	MAIN MENU
	Go to Previous Document
	CD-ROM Help
	Search CD-ROM
	Search Results
	Print


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /ACaslonPro-Bold
    /ACaslonPro-BoldItalic
    /ACaslonPro-Italic
    /ACaslonPro-Regular
    /ACaslonPro-Semibold
    /ACaslonPro-SemiboldItalic
    /AGaramondPro-Bold
    /AGaramondPro-BoldItalic
    /AGaramondPro-Italic
    /AGaramondPro-Regular
    /Aharoni-Bold
    /Amienne
    /Amienne-Bold
    /Andalus
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /ArabicTypesetting
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArnoPro-Bold
    /ArnoPro-BoldCaption
    /ArnoPro-BoldDisplay
    /ArnoPro-BoldItalic
    /ArnoPro-BoldItalicCaption
    /ArnoPro-BoldItalicDisplay
    /ArnoPro-BoldItalicSmText
    /ArnoPro-BoldItalicSubhead
    /ArnoPro-BoldSmText
    /ArnoPro-BoldSubhead
    /ArnoPro-Caption
    /ArnoPro-Display
    /ArnoPro-Italic
    /ArnoPro-ItalicCaption
    /ArnoPro-ItalicDisplay
    /ArnoPro-ItalicSmText
    /ArnoPro-ItalicSubhead
    /ArnoPro-LightDisplay
    /ArnoPro-LightItalicDisplay
    /ArnoPro-Regular
    /ArnoPro-Smbd
    /ArnoPro-SmbdCaption
    /ArnoPro-SmbdDisplay
    /ArnoPro-SmbdItalic
    /ArnoPro-SmbdItalicCaption
    /ArnoPro-SmbdItalicDisplay
    /ArnoPro-SmbdItalicSmText
    /ArnoPro-SmbdItalicSubhead
    /ArnoPro-SmbdSmText
    /ArnoPro-SmbdSubhead
    /ArnoPro-SmText
    /ArnoPro-Subhead
    /Arnprior
    /Batang
    /BatangChe
    /Baveuse
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /Berylium
    /Berylium-BoldItalic
    /BickhamScriptPro-Bold
    /BickhamScriptPro-Regular
    /BickhamScriptPro-Semibold
    /Biondi
    /Biondi-Light
    /BirchStd
    /BlackadderITC-Regular
    /BlackoakStd
    /BlueHighway
    /BlueHighway-Bold
    /BlueHighwayCondensed
    /BlueHighwayDType
    /BlueHighwayLinocut
    /Boopee
    /Boopee-Bold
    /BradleyHandITC
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScriptStd
    /BurnstownDam
    /Byington
    /Byington-Bold
    /Byington-Italic
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /CarbonBlock
    /Catriel
    /Catriel-Bold
    /Catriel-BoldItalic
    /Catriel-Italic
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /ChaparralPro-Bold
    /ChaparralPro-BoldIt
    /ChaparralPro-Italic
    /ChaparralPro-Regular
    /CharlemagneStd-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlackStd
    /CooperBlackStd-Italic
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /CreditValley
    /CreditValley-Bold
    /CreditValley-BoldItalic
    /CreditValley-Italic
    /CurlzMT
    /DaunPenh
    /David
    /David-Bold
    /DFKaiShu-SB-Estd-BF
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /DokChampa
    /Dotum
    /DotumChe
    /EarwigFactory
    /EccentricStd
    /EdwardianScriptITC
    /EngraversMT
    /EngraversMT-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /EstrangeloEdessa
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EuphemiaCAS
    /EuphorigenicS
    /EurostileBold
    /EurostileRegular
    /FangSong
    /FelixTitlingMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FrenchScriptMT
    /GaramondPremrPro
    /GaramondPremrPro-It
    /GaramondPremrPro-Smbd
    /GaramondPremrPro-SmbdIt
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GiddyupStd
    /Gisha
    /Gisha-Bold
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /HeavyHeap
    /HoboStd
    /HurryUp
    /Huxtable
    /Impact
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /IskoolaPota
    /JasmineUPC
    /JasmineUPCBold
    /JasmineUPCBoldItalic
    /JasmineUPCItalic
    /Jokerman-Regular
    /JuiceITC-Regular
    /KaiTi
    /Kalinga
    /Kartika
    /KodchiangUPC
    /KodchiangUPCBold
    /KodchiangUPCBoldItalic
    /KodchiangUPCItalic
    /KozGoPro-Bold
    /KozGoPro-ExtraLight
    /KozGoPro-Heavy
    /KozGoPro-Light
    /KozGoPro-Medium
    /KozGoPro-Regular
    /KozMinPro-Bold
    /KozMinPro-ExtraLight
    /KozMinPro-Heavy
    /KozMinPro-Light
    /KozMinPro-Medium
    /KozMinPro-Regular
    /Kredit
    /KristenITC-Regular
    /Latha
    /Leelawadee
    /Leelawadee-Bold
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LevenimMT
    /LevenimMT-Bold
    /Ligurino
    /Ligurino-Bold
    /LigurinoCondensed
    /Ligurino-Italic
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /LithosPro-Black
    /LithosPro-Regular
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /MaiandraGD-DemiBold
    /MaiandraGD-Italic
    /MaiandraGD-Regular
    /MalgunGothicBold
    /MalgunGothicRegular
    /Mangal
    /Marlett
    /MatisseITC-Regular
    /Meiryo
    /Meiryo-Bold
    /Meiryo-BoldItalic
    /Meiryo-Italic
    /MesquiteStd
    /MicrosoftHimalaya
    /MicrosoftJhengHeiBold
    /MicrosoftJhengHeiRegular
    /MicrosoftSansSerif
    /MicrosoftUighur
    /MicrosoftYaHei
    /Microsoft-Yi-Baiti
    /MingLiU
    /MingLiU-ExtB
    /Ming-Lt-HKSCS-ExtB
    /Ming-Lt-HKSCS-UNI-H
    /MinionPro-Bold
    /MinionPro-BoldCn
    /MinionPro-BoldCnIt
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Medium
    /MinionPro-MediumIt
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /MinyaNouvelle
    /MinyaNouvelleBold
    /MinyaNouvelleBoldItalic
    /MinyaNouvelleItalic
    /Miriam
    /MiriamFixed
    /Mistral
    /MongolianBaiti
    /MoolBoran
    /MS-Gothic
    /MS-Mincho
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSpecialty
    /MS-UIGothic
    /MT-Extra
    /Mufferaw
    /MVBoli
    /MyriadPro-Bold
    /MyriadPro-BoldCond
    /MyriadPro-BoldCondIt
    /MyriadPro-BoldIt
    /MyriadPro-Cond
    /MyriadPro-CondIt
    /MyriadPro-It
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /Narkisim
    /Neuropol
    /NSimSun
    /NuevaStd-BoldCond
    /NuevaStd-BoldCondItalic
    /NuevaStd-Cond
    /NuevaStd-CondItalic
    /Nyala-Regular
    /OCRAExtended
    /OCRAStd
    /OratorStd
    /OratorStd-Slanted
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Papyrus-Regular
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PlanetBenson2
    /PlantagenetCherokee
    /PMingLiU
    /PMingLiU-ExtB
    /PoplarStd
    /PrestigeEliteStd-Bd
    /Pupcat
    /Raavi
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rod
    /RosewoodStd-Regular
    /SegoePrint
    /SegoePrint-Bold
    /SegoeScript
    /SegoeScript-Bold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Shruti
    /SimHei
    /SimplifiedArabic
    /SimplifiedArabic-Bold
    /SimplifiedArabicFixed
    /SimSun
    /SimSun-ExtB
    /StencilStd
    /Stereofidelic
    /SybilGreen
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Tandelle
    /Tandelle-Bold
    /Tandelle-BoldItalic
    /Tandelle-Italic
    /Teen
    /Teen-Bold
    /Teen-BoldItalic
    /Teen-Italic
    /TeenLight
    /TeenLight-Italic
    /TektonPro-Bold
    /TektonPro-BoldCond
    /TektonPro-BoldExt
    /TektonPro-BoldObl
    /TempusSansITC
    /TimesNewRoman
    /TimesNewRoman-Bold
    /TimesNewRoman-BoldItalic
    /TimesNewRoman-Italic
    /TimesNewRomanMT-BoldCond
    /TimesNewRomanMT-Cond
    /TimesNewRomanMT-CondItalic
    /TimesNewRomanPS
    /TimesNewRomanPS-Bold
    /TimesNewRomanPS-BoldItalic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-Italic
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /TraditionalArabic
    /TraditionalArabic-Bold
    /TrajanPro-Bold
    /TrajanPro-Regular
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga
    /VelvendaCooler
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vivaldii
    /Vrinda
    /Waker
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


